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1.  BACKGROUND 
 
A corporate policy review of the use Electronic Signatures within the organisation has been planned as part of the 2015/16 Internal 
Audit programme.   
 
An electronic signature is the electronic equivalent of a written signature.  Electronic signature means data in electronic form which 
are attached to or logically associated with other electronic data and which serve as a method of authentication. 
 
Electronic signatures come in many forms, including:  
 

 Typewritten  

 Scanned  

 An electronic representation of a handwritten signature  

 A unique representation of characters  

 A digital representation of characteristics, for example, fingerprint, retina  

 A signature created by cryptographic means  
 
Electronic signatures can be divided into three groups:  
 

 Simple electronic signatures - these include scanned signatures and tick box plus declarations. 

 Advanced electronic signatures - can identify the user, is unique to them, is under the sole control of the user and is attached 
to a document in a way that it becomes invalidated if the contents are changed. 

 Qualified electronic signatures - an advanced electronic signature with a digital certificate encrypted by a secure signature 
creation device e.g. smart card.  

 
Electronic signatures are only as secure as the business processes and technology used to create them. High value or more 
important transactions need better quality electronic signatures - signatures used for these transactions need to be more securely 
linked to the owner in order to provide the level of assurance needed and to ensure trust in the underlying system.  Better quality 
electronic signatures can offer:  
 

 Authentication – linking the originator to the information  

 Integrity – allowing any changes to the information provided to be detected more easily  

 Non-repudiation – ensuring satisfaction (in a legal sense) about where the electronic signature has come from  
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Trust is the basis of business and commerce and can be enhanced by the use of electronic signatures. Some types of electronic 
signatures can: 
  

 prove the origin of the message  

 show whether a message has been altered  

 ensure messages remain confidential  
 
The use of and interest in the use of electronic signatures across the Council is growing and can aid the efficiency and effectiveness 
of services. 
 
The Electronic Commerce Act 2000 provides for a number of offences of electronic fraud, for example the fraudulent use of electronic 
signatures, signature creation devices and electronic certificates. 
 
In many cases for internal processes an actual signature is unnecessary, an alternative method of automated authorisation is often 
more effective and efficient. 
 

 
2.  AUDIT SCOPE AND OBJECTIVES 
 
The main objective of the audit was to: 

 

 Review any current processes, policies and protocols relating to the use of electronic signatures. 

 Review existing internal use of manual and electronic signatures across key areas of the Council. 

 Assess implications, associated costs/ savings and the security of information for future development in the use of electronic 
signatures. 

 

The use of electronic signatures to make agreements with third parties is not covered by this audit.  
 

 

3. RISKS CONSIDERED 

 

 Failure to utilise available technologies leading to cumbersome practice resulting in inefficiencies. 

 Potential internal control weaknesses leading to increased incidence of fraud and irregularities. 
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4. FINDINGS 
 
The following findings were generated by the review.  
 
 
General  
 
Many of the functions undertaken by service departments have naturally migrated to a form of electronic authorisation via their 
specific management information systems (MIS).  Where services specifically use a MIS it was evident that manual signing 
processes have become redundant and have been replaced by electronic authorisations.  Assurance can be taken from previous 
internal audit reports and from sample testing of some of the systems that appropriate access, segregation of duties and 
authorisation controls are in place.  The Council systems that assurance is taken from include Oracle, Tranman, PECOS and 
CareFirst. 
 
Policy 

Finding 1 
 
There is currently no protocol on the use of electronic signatures and automated authorisation within Argyll and Bute Council.  
 
Recommendation 1 
  
The development of a protocol should be considered which gives cognisance to the undernoted factors: 
 

 Provide clear guidance on the acceptable use of electronic signatures, e-mailed authorisation and automated approvals. 

 Risk exposure in respect of fraud, error or misuse of the various types of electronic signatures and automated 
authorisation. 

 Reference any legal or regulatory requirement or implications in using electronic signatures. 
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Processes 
 
Finding 2 

It was evidenced that there is use of “Electronic Signatures” for authorisation in the form of a picture of the authoriser’s handwritten 
signature; some services are using a control point of acceptance only if sent via the authorisers email account. 

The possible control failures associated with this type of signature include: 

 Extraction of signatures to be used for unauthorised purposes. 

 Records can be changed after the signature has been attached. 

 No audit trail is easily identified. 
 
These include return to work, self-certification documentation, PRD’s and some limited use in other areas including invoice batches. 
 
Finding 3 
 
A number of cross service themes were identified relating to manual authorisation processes which were deemed to be time-
consuming and cumbersome.  These relate to the requirement to manually sign agreement documents such as user acceptance 
forms and other IT forms, advert authorisations, cheque or payment requests and manual invoice batching.   
 
Finding 4 
 
There is evidence of documents such as travel request authorisations and IT forms being printed from the system, signed by the 
authoriser and scanned back onto the system to be e-mailed onto the correct department for processing, this practise is time 
consuming and resource intensive.   
 
Workflows and automated authorisations to replace these cumbersome processes can be created within SharePoint (a Microsoft 
application) which is currently in use across some departments within the Council.  As well as having the capacity for workflows 
which contain audit trails, SharePoint can be used as a document management system.  It can utilise version control and automated 
document retention management, which will aid compliance with the demands of the keeper of records. 
 
In some instances the levels and number of authorisations required within processes could be overly restrictive or at too high a level, 
for example Heads of Service required to sign where 3rd tier manager would suffice. 
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Recommendation 2 
 
All services to undertake a review to assess scope for reducing the use of wet and electronic signatures and replace with automated 
authorisations contained within systems and workflows for example use of SharePoint forms and workflows. 
 
Where automated alternatives to signatures cannot be found, the use of either the authoriser’s emailed approval or secure “digital” 
signatures with tamper seals and built in audit trails should be investigated, dependent on the levels of security required.  The use of 
electronic signatures in picture format should no longer be used. 
 
Services should include a review of the levels of authorisation alongside risk exposure. 
 
Finding 5 
 
Treasury Management services within Strategic Finance are involved in daily banking activities which includes bank transfers and 

payments.  These can be high value transactions and whilst current arrangements have appropriate internal controls, the process 

does include the use of wet signatures for authorisation.  

Recommendation 3 
 
Creation of an automated work-flow process within SharePoint, Internal Audit can provide consultancy support. 

Finding 6 
 
Services have, via a combination of in-house reviews and the use of specific MIS, naturally migrated to electronic authorisation 
replacing former paper or manual based processes.  Examples of systems based authorisations are evident within Debtors, Civica 
(Document Management & Cash Receipting), Oracle (General Ledger & Creditors), Uniform (Planning and Regulatory Services), 
PECOS (Purchasing), SEEMIS (Education), Tranman (Roads and Amenity Services) and CareFirst (Integrated Care). 
 
 
Costs and Savings 
 
Finding 7 
 
During the review many services expressed the desire to take forward developments specific to their area, however a lack of detailed 
knowledge and available resource was offered as a reason for not progressing. 
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Recommendation 4 
 
Management should ensure that staff have the opportunity at team meetings to suggest areas which could be improved and these 
should be discussed and solutions sought and developed through consultation with other relevant departments. 
 
Finding 8 
 
It is not possible at present to quantify in monetary terms, the benefits, of moving to more automated processes, however expected 
benefits would include: 
 

 Process improvements, enhancing efficiency and effectiveness. 

 Savings in postage, printing and paper costs 

 Reduction in lost and delayed paperwork 

 Reduced possibility of fraud 

 Reductions in time spent preparing and authorising  
 
 
Benchmarking 
 
Finding 9 
 
A survey of other councils had limited response.  One council replied that the risks involved in electronic signatures are too high and 
they therefore do not use them, another stated they use their e-mail system as a form of authorisation and one is using e-mail for 
some authorisations but mainly moving towards automated in system authorisation. 
 
 
5.  CONCLUSION 

Many of the functions undertaken by service departments have naturally migrated to a form of electronic authorisation via their 
specific management information systems (MIS).  However, there is evidence of manual work processes which require wet 
signatures.  A review should be carried out to ensure that services are maximising the use of automated authorisation and electronic 
signature practises. 
 
Thanks are due to staff and management for their co-operation and assistance during the Audit and the preparation of the report and 
action plan. 
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APPENDIX 1   ACTION PLAN 

Recommendations Agreed Action Responsible person agreed 

implementation date 

1.  Protocol  

A protocol should be developed to ensure 
practices are in line with the financial and 
security regulations. 

A short life cross departmental 

working group will be formed to 

formulate a protocol to take to 

SMT for agreement and 

addressing all the areas covered 

in the report.  Including 

development of a consistent 

approach for invoice batch 

authorisation and other cross 

departmental processes. 

Exec Director, Customer Services 

31 March 2016 

2.  Review of Authorisation methods  

All services to undertake a review to assess 
scope for reducing the use of wet and 
electronic signatures and replace with 
automated authorisations contained within 
systems and workflows for example use of 
SharePoint forms and workflows. 
 
The use of electronic signatures in picture 
format should no longer be used. 
 
Services should include a review of the levels 
of authorisation alongside risk exposure. 
 
 

SMT to delegate to all Heads of 
Service for implementation of 
review.  Actions resulting from 
the review should be identified 
and tracked. 

Exec Director, Customer Services 

31 March 2016 
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3. Treasury workflows  

The process workflows should be automated 
to ensure security and tighter control of these 
high value processes.  

The Strategic Finance SharePoint 

site will be developed to 

incorporate suitable solutions. 

Finance Manager, Corporate Support  

31 March 2016 

4.  Process Development  

Management should ensure that staff have 
the opportunity at team meetings to suggest 
areas which could be improved and these 
should be discussed and solutions sought 
and developed through consultation with 
other relevant departments. 
 

A standing item will be 

recommended for team meetings 

via SMT to Heads of Service and 

below. 

 

Exec Director, Customer Services 

31 March 2016 
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